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I. Introduction

Editor’s Note: This article provides an introduction to Personal Health Records (PHRs) and
identifies issues that arise with their increased adoption and use. The Health Information
and Technology Practice Group intends to produce a comprehensive Member Briefing on
PHRs. Commentators are invited to contact the authors with suggested topic areas.

The views are those of the authors and do not represent the position of the Association. Health Lawyers is a non-partisan educational
organization that does not take positions on public policy issues and instead provides a forum for an informed exchange of views.
Health Lawyers invites those with opposing views on the Feature to submit letters or articles, which will be reviewed, published and
edited on a space available basis. Letters to the Editor should be no longer than 250 words in length. If those seeking to respond would
like to do so in the form of an article, he or she may submit it for consideration to editorial@healthlawyers.org, and the proposed article
will be considered in the ordinary editorial process.
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iant bytes have

been taken out of

the personal health

record (PHR) market

by technology
companies like Google, Microsoft,
Dossia, and others on a mission
to connect consumers with their
health information. If successful,
the efforts by these and other
Health 2.0 technology companies
could transform the healthcare
industry. It is too early to say
whether the PHR will be the cata-
lyst for healthcare reform; however,
we can explore what may lie in the
wake if a consumer-focused PHR
revolution occurs.

Technological changes in
health information management
are altering the way in which
patients and healthcare providers
maintain, use, control, and disclose
health information. We are expe-
riencing a paradigm shift from
the current decentralized system
of records maintained by multiple
entities at multiple locations—often
with conflicting and duplicative
information—to a centralized
system relying on personal health
information networks (PHINSs),
regional health information organi-
zations (RHIOs), or national health
information exchanges (HIEs).

In the 21st Century, our
healthcare system has become
more fragmented and specialized.
Patients seek services from a variety
of providers—from family care
providers to specialists. Moreover,
as individuals move from city to
city and state to state, they leave a
trail of partial medical records with
various providers, insurers, and
others.

The rise of electronic medical
records (EMRs), electronic health
records (EHRs), RHIOs, and
HIEs reflects a need to address
the increasing complexity of
maintaining and sharing health
information. PHRs may be the
disruptive technology providing
an alternative to a complex system

of interconnected interoperable
health information systems, often
among healthcare stakeholders
who have conflicting and competi-
tive interests.

A. PHRs Defined

The Office of the National Coor-
dinator for Health Information
Technology (ONC) defines a PHR
as “an electronic record of health
related information on an indi-
vidual that conforms to nation-
ally recognized interoperability
standards and that can be drawn
from multiple sources while being
managed, shared and controlled by
the individual.”

The ONC report highlights
the growing importance of PHRs
to facilitate the participation of
individuals in their own care and
wellness activities. Encouraging
individuals to become engaged in
their healthcare, and providing
the means to document, track, and
evaluate their health conditions,

a PHR can lead to more informed
healthcare decisions, improved
health status, and ultimately,
reduced costs and improved quality
of healthcare. The PHR is broader
than a medical record and contains
any information relevant to an
individual’s health, including diet
and exercise logs, a list of over-the-
counter medications, and personal
information.

PHRs are distinguishable from
EMRs and EHRs. A key distinction
is that a PHR is under the patient’s
control. The individual patient is
the ultimate guardian of informa-
tion within a PHR. Portability is
another distinguishing character-
istic of the PHR. The goal of a PHR
is to be a lifelong source of health
information for an individual.

B. History of PHRs

According to Wikipedia, the
earliest article mentioning PHRs
is dated June 1978. Wikipedia also
mentions that most articles written
about PHRs have been published

since 2000. In its November 2001
report, the National Committee on
Vital & Health Statistics mentions
PHRs and the growing consumer
use of Internet-based health infor-
mation services.?

Early on, PHRs were used in
a rudimentary fashion as a way

PHRs may be

the disruptive
technology
providing an
alternative toa
complex system
of interconnected
interoperable
health information
systems, often
among healthcare
stakeholders who
have conflicting
and competitive
interests.

for individuals to track their own
specific healthcare information.
First generation PHRs can be
categorized as either stand-alone
PHRs, requiring patients to gather
and enter their own information,
or tethered PHRs, provided by a
health plan, provider, or employer
sponsor who populated the PHR
with information.

The past 12 months mark a
new era of increased activity. Call
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it a second generation of PHRs or
PHR 2.0. The advancement is led
by the entrance of large technology
companies, such as Google with
Google Health and Microsoft with
HealthVault, into the PHR market-

'The transformation
to a PHR-based
health information
system is fueled

by the intensifying
interest in web-based
social networking
and the Health 2.0

movement.

place. PHR 2.0 is not merely a data
collection application, but rather a
platform for the electronic aggrega-
tion and storage of health informa-
tion as well as the foundation for
various applications.

At the federal level, ONC also
is focusing on patient-centered
healthcare. Released in June 2008,
the ONC - Coordinated Federal
Health Information Technology
Strategic Plan: 2008-2012 serves as
the guide to coordinate the federal
government’s health information
technology (HIT) efforts to achieve
a nationwide implementation of
an interoperable health informa-
tion system.? A critical goal is to
create “patient-focused health care”
through promoting the deploy-
ment of EHRs and PHRs and other
consumer HIT tools.

C. Social Networking and Health 2.0
The transformation to a PHR-
based health information system is
fueled by the intensifying interest
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in web-based social networking
and the Health 2.0 movement.

The increasing adoption of social
networking and lightweight web-
based tools among the general public
may create a willingness to have and
utilize PHRs. There are various tech-
nology players positioning themselves
to create the “killer PHR application”
to become the default standard for
industry and the personal portal for
each patient’s personal health infor-
mation.

The definition of the Health
2.0 movement is still being refined.*
Jane Sarasohn-Kahn, of THINK-
health, defines Health 2.0 as “the
use of social software and its ability
to promote collaboration between
patients, their caregivers, medical
professionals and other stake-
holders in health.” Early use of the
Internet for healthcare was limited
to the distribution and search for
health information. The read-only
World Wide Web has been trans-
formed into the World “Live” Web.
Today, user-generated content
is being created by businesses,
professionals, and ordinary people
at lightening speed through social
media tools such as blogs, wikis,
collaborative websites, and a variety
of web-based products.

Online health social networking
and software as service models
harness the positives of networking
and collective intelligence to
generate a new level of collective
knowledge. Whether it is patients
sharing observations on chronic
conditions,® physicians globally
exchanging clinical information
and insights,” human-powered
health service searching,® online
consulting,® or promoting transpar-
ency through tools for organizing,
managing, and comparing health-
care paperwork!—the Health
2.0 movement is creating business
models and becoming a catalyst for
improving efficiency, quality, and
safety of healthcare.

D. The Common Framework for
Networked Personal Health
Information

Recently, the Markle Foundation
announced the Common Frame-
work for Networked Personal
Health Information,'! which has
been endorsed by a collaborative
group of providers, health insurers,
consumer groups, and privacy
groups. The framework outlines a
set of practices to encourage appro-
priate handling of personal health
information as it flows to and from
PHRs.

The framework uses the term
“consumer access services,” which
it defines as an emerging set of
services designed to help indi-
viduals make secure connections
with health data sources in an
electronic environment. Consumer
access services are likely to provide
functions such as authentication as
well as data hosting and manage-
ment. The framework also provides
analysis of the application of the
Health Insurance Portability and
Accountability Act (HIPAA) to

consumer access services.

I1. Ownership of Health

Information

The shift to a patient-centric PHR
from a provider-based record raises
traditional property law issues.

As health information becomes
networked and technology allows
for health information to be
transferred more easily, the lines
of ownership of health information
become further blurred.

Health information is often
viewed under the traditional notion
of property as a “bundle of rights,”
including the right to use, dispose,
and exclude others from using it.!?
This legal application of historic
property law may not be well suited
to today’s health information where
patient information is shared via a
variety of formats, copied, duplicated,
merged, and combined with other



patient records into large scale data-
bases of valuable information.

Who owns health informa-
tion? The physician? The insurer?
The patient? Under the traditional
rule, providers own the medical
records they maintain, subject to
the patient’s rights in the informa-
tion contained in the record.’
This tradition stems from the era
of paper records, where physical
control meant ownership. Provider
ownership of the record is not
absolute, however. HIPAA and most
state laws provide patients with
some right to access and receive
a copy of the record, along with
amendment and accounting of
disclosures.!*

The PHR model, where all
records are located and maintained
by the patient, flips and realigns
the current provider-based model
of managing health information.
Instead of provider-based control,
where the provider furnishes access
to and/or copies of the record and
is required to seek patient autho-
rization to release medical infor-
mation, the PHR model puts the
patient in control of his medical
information.

ITI. Legal Liability and
ompliance Issues

Associated with PHRs

PHRs open the door to a wide-
range of new and modified legal
claims. PHR stakeholders should
recognize and address the nega-
tive implications to avoid long-term
problems. These, of course must
be balanced against the liability
risks of not adopting an available
technology designed to improve
the quality of healthcare.

A. Medical Malpractice

Medical malpractice cases address
whether: a patient-physician rela-
tionship was created; the treatment
provided was within the standard
of care; a breach of the standard
of care was causally related to

the injury; and the patient was
injured.!®

Seeking to prove or disprove
these elements raises the issue of
whether the PHR would be relevant
as evidence against a provider.
Generally speaking, if the data
within the PHR was provided to or
accessible by the provider then the
evidence is admissible.

Many providers have expressed
concerns over the accuracy and
completeness of PHRs if controlled
by patients. Whether the informa-
tion is credible is a legitimate ques-
tion. On the one hand, a patient
would not want to jeopardize his or
her health by including inaccurate
information. On the other hand,
it is well known that patients often
withhold sensitive and possibly
embarrassing information.

Moreover, with the advent of
electronic discovery under federal
and states rules, the produc-
tion of PHRs in their electronic
form could impact evidentiary
issues. Health 2.0 and other social
networking sites suddenly become
fair game for defense lawyers
seeking to discredit patients’
claims. Patients may attempt to
refer to those same records and
other portions of their PHR as
examples of treatment modali-
ties approved by other medical
providers. Plaintiffs’ lawyers also
may investigate the potential for
utilizing the collective knowl-
edge of the types of treatments
suggested online within the patient
networking sites as evidence of the
standard of care. In essence, the
possibility exists to use PHRs as the
“expert” to support or reject claims
of malpractice.

B. Defamation and Invasion of
Privacy

Generally, a claim of defamation
requires the publication of a false
statement that harms the plain-
tiff’s reputation or esteem in the
community.!” Accordingly, PHRs
that are solely accessible by the

individual or upon the invitation
of the individual may not create
a cause of action for defamation.
However, those PHRs that include
communication with other indi-
viduals or providers may provide
the publication necessary to satisfy
that element.

Defamation based upon online
communication is fairly new. Typi-
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There has been

recent activity to
expand the reach

of HIPAA to
encompass PHRs.

cally, such claims have involved
false celebrity information posted
on the Internet.’® Arguably, where
an individual uses a PHR to publish
false information, an analogous
claim could be pled."

Generally, the tort of “inva-
sion of privacy” encompasses four
claims: (1) intrusion upon the
plaintiff’s seclusion; (2) appropria-
tion of the plaintiff’s name or like-
ness; (3) publicity of the plaintiff’s
private life; and (4) publicity
placing the plaintiff in a false
light.?® The improper disclosure
of health information contained
within the PHR may form the basis
for one or more of these claims.
Each of these claims involves the
use or disclosure of private infor-
mation—such as health informa-
tion—concerning a person. If
wrongfully used or disclosed, those
responsible for the use or disclo-
sure, as well as those responsible
for protecting the PHR, may face
potential liability.
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C. Discrimination and Improper
Disclosure

HIPAA prohibits impermissible
uses and disclosures of protected
health information. Although indi-
viduals are free to use and disclose
their own information as they see
fit, appropriate firewalls need to
be constructed where, for example,
employer-sponsored health plans
are providing PHRs. Information
in the PHR should not flow from
the plan to the plan sponsor nor
should it be used for employment
purposes.

In addition to HIPAA, employers
—and possibly insurers—must
consider the implications of the
Americans with Disabilities Act, the
Family and Medical Leave Act, and
similar state laws. The laws offer
protection to employees from access
to employee health information
and discrimination based upon that
information.

D. Breach of Contract

Despite the disclaimers and protec-
tions set forth in user agreements,
it may be possible for an individual
to argue that some protections
arise through the agreement itself.
While user agreements tend to be
drafted almost entirely in favor of
the PHR vendor or provider/plan,
these documents may contain
limited rights in favor of the indi-
vidual. The individual could bring
an action for breach of those rights
in the event of a violation.

E. HIPAA Compliance

Most PHR vendors have taken the
position that HIPAA does not apply
to them. PHR vendors generally

do not qualify as covered entities.
Such vendors take the position
that they are not business associ-
ates because they are not providing
services on behalf of covered enti-
ties but rather have a relationship
with the patients. Moreover, the
patient releases information to or
creates information in the PHR,
and HIPAA does not regulate indi-

viduals’ use and disclosure of their
own information.

The contrary position is that
many of the PHRs are now linked
directly with covered entities to
allow the health information to be
transferred. Several high-profile
relationships have been announced
relating to collaborations between
PHRs and medical facilities to
provide PHRs for patients.?! The
collaborations should be reviewed
to determine whether a business
associate relationship has been
created.

There has been recent activity
to expand the reach of HIPAA to
encompass PHRs. Federal and state
proposals also may address privacy
and security concerns separately. In
the interim, private initiatives, by
the Markle Foundation and others,
propose a voluntary framework to
protect health information.

F. State Laws

Many states have enacted breach
notification requirements and
other consumer protections, which
raise new issues with respect to
PHRs. Some states, e.g., California,
have expanded the breach notifi-
cation rules to specifically cover
health information. These regu-
lations must be addressed with
respect to PHRs.

Finally, many states have
promulgated regulations
addressing the movement towards
health information exchange.
Many recognize “record locator
services” or other similar entities
that may contain health informa-
tion or act as an intermediary for
locating such information.?? These
state laws may be implicated by
PHRs.

G. Stark and Fraud and Abuse
The federal Stark Law prohibits
certain referrals for Designated
Health Services by a physician
to an entity with which he/she
has a financial relationship.?
In addition, the Anti-Kickback



Statute prohibits remuneration

in exchange for the referral of

a patient for services covered by

a federal health program.* The
violation of these laws may provide
the basis for a claim under the
federal False Claims Act.? State
laws may provide additional restric-
tions and prohibitions.

Recently, a number of health
plans and systems have begun
to offer PHRs to patients and
providers. Currently, the Stark
exception and Anti-Kickback
Statute safe harbor expressly
allow only for EHR and electronic
prescribing to be donated. PHR
donation may not be protected.

In addition to the practical
issues associated with the dona-
tion and use of PHRs, new avenues
of identifying fraud and abuse
are being opened with discovery
involving PHRs. Federal investiga-
tors and qui tam litigators may turn
to PHRs to prove treatment that
was billed for may not have been
provided. In addition, the compila-
tion of information via Health 2.0
raises the specter of data aggrega-
tion to establish fraud over a large
population of patients.

I'V. Conclusion

PHRs bring a new dimension to
the debate over how to create an
interoperable health information
network. The shift of power into
the hands of patients could bring
about a sustainable model. Before
proceeding with the expansion of
PHRs, the legal implications that
go along with such an adoption
should be addressed.
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