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Authors’ Note

We are pleased to have been invited to review the NHIN prototype architecture project
outcomes and to work with ONC to synthesize those learnings into this report. This is an
exciting time for the U.S. healthcare market, and we hope that this report captures the progress
enabled by these projects and the ensuing discussions and activities of ONC and the broad
community of those supporting the NHIN.

First, we would like to thank Dr. John Loonsk, Director for Interoperability and Standards at the
ONC, for his ongoing input, advice and collaboration during this process.

All four contractors were very generous with their time and insights, and we are grateful to them
for their ongoing contributions. A report such as this can never capture exactly the diverse
positions of four talented groups. However, even where there were differences, the contributions
of all were based on a deep understanding of the issues and were motivated by a commitment
to the success of the NHIN. We particularly thank:

B From Accenture: Brian Kelly, Asad Khan, Martin Renwick and Garret Wu

B From CSC/Connecting for Health: Greg DeBor, Carol Diamond, Vinod Muralidhar,
Dr. Marc Overhage, Clay Shirky and Dr. Robert Wah
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B From Northrop Grumman: Wendell Ocasio and Robert (Rim) Cothren

We would also like to thank Ken Gebhart from BearingPoint for reviewing this report in light of
its efforts in support of the most-recent round of use case development.

Finally, we must note that the concepts and terminology contained in this report are in many
ways still dynamic and evolving. We have attempted to capture a snapshot of a moving target
and, as a result, we may have traded off some details in an effort to produce this report in a time
frame where it is still relevant. We do not presume to have produced a final or definitive
summary of the NHIN, but we have synthesized our best understanding of its current state,
advances and remaining issues, in the hopes that the NHIN prototype project results will be
more fully realized and leveraged in the ongoing evolution of the NHIN.

Wes Rishel, Virginia Riehl and Cathleen Blanton
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1.0 Introduction

1.1 Executive Summary
In describing progress in Healthcare IT, Secretary Michael Leavitt wrote:

Today, evidence that use of secure, standards-based, electronic health records can
improve patient care and increase administrative efficiency is overwhelming. This use of
interoperable health information technology (IT) will benefit individuals and the health-
care system as a whole in profound ways.

A cornerstone in the plan for interoperable health information technology is the progress that
has been made toward enabling the creation of a Nationwide Health Information Network
(NHIN), a “network of networks” that will securely connect consumers, providers and others who
have, or use, health-related data and services, while protecting the confidentiality of health
information. The NHIN will not include a national data store or centralized systems at the
national level. Instead, the NHIN will use shared architecture (services, standards and
requirements), processes and procedures to interconnect health information exchanges and the
users they support.

Creating the NHIN is a substantial challenge. There are issues of scale, complexity, protecting
privacy, working with existing IT systems and ensuring that the NHIN approach does not
unnecessarily hamper innovation in healthcare IT systems. Accordingly, in November 2005, the
Office of the National Coordinator for Health IT (ONC) awarded four contracts for developing
prototype architectures for an NHIN to Accenture, Computer Sciences Corporation, IBM and
Northrop Grumman. Each contractor was asked to develop a prototype architecture for the
NHIN and to interconnect three communities as a demonstration of the architecture.

Initial Successes

These contracts each validated important basic principles that underlie the current approach to
the NHIN. These principles include:

B The possibility of operating the NHIN as a network of networks without a central
database or services

B The criticality of common standards for developing the NHIN, particularly in the way that
component exchanges interact with each other

B Synergies and important capabilities can be achieved by supporting consumers and
healthcare providers on the same infrastructure

B Consumer controls can be implemented to manage how a consumer’s information is
shared on the network

B There can be benefits from an evolutionary approach that does not dictate wholesale
replacement or modification of existing healthcare information systems

'Leavitt, “U.S. Department of Health and Human Services Health Information Technology Initiative Major
Accomplishments: 2004—-2006", http://www.hhs.gov/healthit/news/Accomplishments2006.pdf, Jan 2007,
p.6.
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The substantive commonalities of the approaches can be coalesced into the go-forward
approach that supports the next steps in building an NHIN that supports the U.S. Health IT
Agenda.

The contractors delivered reports throughout 2006 describing functional requirements of the
NHIN, security models, areas for needed standards, an overall architecture, and business
models. The prototype architecture projects culminated with live demonstrations at the NHIN
Prototype Architecture Project Third NHIN Stakeholder Forum on 25-26 January 2007.

This report is a synthesis of their approaches as a basis for the next steps in creating the NHIN.

Architecture

The term “architecture” is used in a wide variety of contexts to describe an orderly arrangement
of parts. On a grand scale, an example of an architecture is city planning—that is, ensuring that
various “parts” (roads, sewage, housing developments and recreational facilities) work together
to meet growth and social requirements.

In the architecture of a network, the “parts” are generally subsystems and interfaces." For
example, in the architecture of the Internet, the subsystems are clients and servers. The Internet
architecture is similar to “city planning” in that it attempts to “govern best by governing least.” By
defining a few general subsystems and focusing primarily on the interfaces, it balances the
conflicting goals of coordinating disparate elements and providing flexibility for innovation.

The “subsystems” of the NHIN actually will be the systems of a variety of stakeholder
organizations. At any point in time these systems will be in different stages of their life cycles,
will be built on many different technologies, and have differing views of the data they collect. A
goal in enabling the NHIN is to follow the “city planning” approach, i.e., to focus on technology-
neutral interfaces among these disparate systems to create a network of networks so that
participation in the NHIN will not require “ripping out and replacing” existing systems.

NHIN Participants
The stakeholders that participate in the NHIN will be four broad classes of organizations:
B Care delivery organizations (CDOs) that use electronic health records (EHRS).

B Consumer organizations that operate personal health records (PHRs) and other
consumer applications.

B Health information exchanges (HIEs): multi-stakeholder entities that enable the
movement of health-related data within state, regional or non-jurisdictional participant
groups.

B Specialized participants: organizations that operate for specific purposes including, but
not limited to, secondary users of data such as public health, research and quality
assessment. The specialized nature of these organizations means that they may require
only a subset of the shared architecture (standards, services and requirements),
processes and procedures used by the other participants.

Many of these organizations will have their own networks. The NHIN is not intended to supplant
these networks. They will continue to handle the bulk of day-to-day transactions in providing and

' The word “interface” has a variety of meanings, including some very specific but different meanings in
engineering. This report uses the term in a general sense: “...a means of interaction between two devices
or systems that handle data.”
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measuring healthcare. This is why the NHIN will be a “network of networks,” built over the
Internet. It provides the interconnection so that these networks can support additional
information exchange beyond their own bounds.

To participate in the NHIN, an organization will be required to use a shared architecture, adhere
to adopted standards and provide certain core services. Not all HIEs may choose to do so. An
NHIN health information exchange (NHIE) will be one that that implements the NHIN
architecture (services, standards and requirements), processes and procedures and participates
in the NHIN Cooperative.

Health Information Service Providers (HSPs)

Some organizations may lack the necessary technical or operational competencies to conform
to the architecture and provide the core services. Instead, they may choose to use the services
of an HSP. An HSP is a company or other organization that will support one or more NHIN
participants by providing them with operational and technical health exchange services
necessary to fully qualify to connect to the NHIN.

How a Person Will Use the NHIN

The business, trust and technical arrangements that will enable the NHIN generally will be local
and between organizations. Nonetheless, the primary users of the NHIN will be people:
healthcare providers, healthcare consumers and those who use the data in the NHIN for public
health, quality assessment or other purposes. These people will have several ways to take
advantage of the information exchange available through the NHIN. Here are several access
paths for healthcare providers.

B Providers may use features of the electronic health record (EHR) systems of their own
practice or hospital to connect to an HIE, and the HIE, in turn, will support information
exchange with other EHRs or PHRs on that HIE or on other HIEs through the NHIN.

B They may not have an EHR, so they may use the Web to access a portal operated by
the HIE to access information.

The paths to the NHIN are similar for healthcare consumers.

B They may use features of a PHR that they designate as the repository of their personal
health record, and that PHR may be connected to an HIE which, in turn, will provide a
connection to the NHIN.

They may use features of a multi-regional PHR that will participate directly in the NHIN.

If they do not have access to a PHR, they may achieve some limited functionality by
using the services of an HIE through its portal.

Relationship to Policy

The NHIN architecture is strongly related to policy. Policy informs architecture by identifying
specific requirements that must be met by systems implemented according to the architecture.
Architecture informs policy and policy development by enabling policymakers with approaches
and solutions. In the U.S. today, however, there is substantial heterogeneity among the laws
and regulations of the states, and many policies were developed during a time when information
sharing was primarily done on paper or by fax. The ONC has several initiatives under way to
create more consensus on policy issues and to update policies based on the challenges and
limitations of electronic information exchange at national, state and local levels. Because this is
a sensitive area, and because the potential impact of policy options is not always understood,

Gartner.
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the relationship between architecture and policymaking is bidirectional. The architecture must
have the flexibility to accommodate changes in policy that will be identified in the future. At the
same time, the industry must get enough experience with the architecture to realistically predict
the costs of various approaches. Approaching policy and architecture issues in parallel is the
only viable approach to sorting out complex, sensitive issues for large-scale systems.

Cyclic, Step-Wise Approach

Just as there is a need to approach policy and architecture in parallel, there is a similar need to
approach architecture and standards and certification of participating systems in parallel.
Accordingly, the NHIN Prototype Architecture Project is part of the first of a series of cyclic steps
toward achieving the NHIN as shown in Figure 1. Repeating this cycle allows those working on
the various aspects of the NHIN to work in group and focus on achieving manageable
increments of progress.

The second cyclic step will include a set of projects known as the NHIN Trial Implementations.
Figure 1. Cyclic Steps to Achieving the NHIN

NHIN vision and breakthroughs/use cases
m Initial architecture
— Prototype architectures
= Standards needs
= Policy implications
More business needs/use cases
m Refined architecture
— Trial implementations
= Standards needs
- Certification criteria
= Policy implications
More business needs/use cases
m Initial NHIN Services

The Synthesized Approach

The general approach of the contractors had much in common. Specifics varied to the degree
that was expected from four independent efforts. Each contractor considered the NHIN as a set
of distributed HIEs that work together to become the NHIN. They each identified specific
functions that must be provided by the HIEs, including:

B Supporting secure operation in all activities related to the NHIN

B Protecting the confidentiality of personally identifiable health information as it is used by
those who participate in the NHIN

Reconciling patient and provider identities without creating national indices of patients

B Providing a local registry which may be used, when authorizations permit, to find health
information about patients

B Supporting the transfer of information from one provider or care delivery organization to
another in support of collaborative care

B Supporting secondary uses of data while protecting the identity of patients to the degree
required by law and public policy
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Through the work of the Office of the National Coordinator, the National Committee on Vital and
Health Statistics (NCVHS) and Gartner, the specifications in support of these functions have
been consolidated into 24 specific operational services. These services are listed in Section 4.0.
Many of these business or operational services imply interfaces among information systems.
Fourteen of such implied interfaces are also identified described in Section 5.0 and the Annexes
of this report.

It is expected that the identified services and interfaces will be addressed through ongoing work
in several projects during and following 2007, including a series of trial NHIN implementations
by HIEs that together will constitute an initial NHIN cooperative.

1.2 Road Map to This Report

This report includes an overview of the architectural deliverables of the contractors in a format
that emphasizes the common features that serve as building blocks for future NHIN efforts.
Those building blocks are described first as the operational services of the NHIEs. Delivering
many of the operational services requires interfaces among the NHIEs or between an NHIE and
its participants. The information interchange is accomplished through those interfaces, which
are categorized into interchange capabilities. Figure 2 shows how these topics are organized in
this report.

Although Section 5 and the Annexes have some of the characteristics of technical
specifications, they are at a high level of abstraction. This approach serves to support diverse
approaches going forward. The detailed specifications required for the NHIN will be developed
in the go-forward activities that support building the NHIN.

Gartner.
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Figure 2.

Road Map to This Report

Overview of NHIN
Prototype Architecture
Contracts
(Section 2)

Overview of the NHIN
(Section 3)

Implemented through

y

NHIN Operational
Services
(Section 4)

implies Interchange Capabilities
Overview
(Sections 5.1-5.2)

A 4

Enumerated in"

Common Features
(Section 5.3)

makes use of Specific Interchange
Capabilities
(1 per Annex)

A

Glossary
(Appendix 1)

Gartner.



Overview of NHIN Prototype Architecture Projects

Overview of NHIN
Prototype Architecture
Contracts
(Section 2)

Overview of the NHIN
(Section 3)

Implemented through

NHIN Operational Services implies Interchange Capabilities
(Section 4) o Overview
(Sections 5.1-5.2)
Enumerated in
\ 4
Common Features makes use of Specific Interchange
(Section 5.3) F Capabilities
' (1 per Annex)
Glossary

(Appendix 1)




Overview of NHIN Prototype Architecture Projects—Office of the National Coordinator for Health IT
Engagement: 221630040 31 May 2007—Page 9

2.0 Overview of NHIN Prototype Architecture Projects

As described in the Executive Summary, the NHIN prototype architecture contracts are a
significant contribution to the overall NHIN evolution. The lessons learned through these
prototypes will, with other concurrent efforts, feed the design and standards development
processes related to the NHIN Trial Implementations. The prototyped designs of the contractors
will inform the standards development process and the NHIN trial implementations. This section
describes the participant consortia and their conceptual approaches as context for
understanding what was accomplished.

2.1 Prototype Architecture Requirements and Conceptual
Overview

In November 2005, HHS Secretary Michael Leavitt announced that the first NHIN prototype
contracts were awarded to four consortia that would demonstrate exchanging health information
based on needs to connect health records based on the requirements of the first three use
cases.

Each of these consortia developed and demonstrated a prototype architecture for an NHIN,
descriptions of that architecture and software that validated that the architecture could indeed
function. Each prototype was ultimately required to:

B Interconnect several communities that consist of real healthcare organizations®
B Show support for consumers and healthcare providers

B Validate that the NHIN can operate as a “network of networks”

[ |

Validate that these networks can be interconnected in a peer-to-peer manner without
substantial centralized or national infrastructure

B Interconnect with systems and networks that were built using a variety of heterogeneous
technologies

B Demonstrate their architecture in a manner that would be meaningful to clinicians and
consumers

B Show functionality based on health information exchange and three of the four use
cases recommended to the Secretary of HHS by the AHIC in May 2006 as shown in
Table 1

Locate patients by demographic characteristics without a unique national identifier
Maintain security and confidentiality of patient data

B Meet additional needs of the use cases such as allowing patients to manage access
permissions for their personal health records

® There was not, however, a requirement to share actual protected health information of real patients for
these demonstrations of prototypes.

Gartner.
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Table 1.  AHIC 2006 Use Cases, Select Functional Requirements.

Use Case Select Functional Requirements
m Allow ordering and authorized non-ordering physicians to receive current lab
EHR/Lab Use results in an EHR
Case m Allow ordering and authorized non-ordering physicians to access historical lab
results

m Support the delivery of medication information and medication history to a
consumer’s PHR

m Allow consumers to establish and manage permissions for accessing their

Consumer personal health record
Empowerment . .

m Secure data according to those permissions
Use Case

m Support the delivery of registration data to EHRs

m Support the delivery of medication data to PHRs and access to this data by
physicians

Biosurveillance | ® Provide standardized, pseudonymized4 health information to public health
Use Case organizations to support public health needs

Each of the contractors was able to demonstrate NHIN connectivity in support of the
requirements stated above by implementing the technical approaches described in this section
of this report. For the most part, the prototype architectures validated the requirements stated
above. Individual variances are noted below.

Each approach was based on the principle of the “narrow waist” or “middle-out” design®,®. The
apparent paradox of this approach is that the best way to support heterogeneity and
evolutionary innovation across a wide variety of participants in a large network is to enforce
homogeneity for a small, well-chosen set of interfaces at the center. In the NHIN, the NHIEs will
serve as the “funnels” that, at the wide end, assist the widest variety of healthcare IT systems to
interconnect and, at the narrow end, connect among themselves in tightly standardized ways.

It must be noted that the standard interfaces at the narrow end of the funnels are, for the most
part, suitable for much broader use. Indeed, to the extent that the developers of healthcare IT
systems build these standards into their products, it will become much simpler and less costly to
integrate systems and compare data accumulated by those systems. However, even if all the
standards were fully developed today and all developers had had the time to adapt their
systems to the standards, it would still be many years before the new and updated healthcare IT
systems would be able to replace the legacy systems in place today. The ability of the NHIEs to
bridge the gaps to in-place systems is a critical factor in achieving interoperability among
healthcare IT systems. A common analogy to the process of rolling out the NHIN is to describe it
as “changing the tires on a moving car.”

* Derived from “pseudo-anonymize,” this means modifying personal health information such that (a) the
identity of the subject is not immediately apparent, (b) the information content fits the needs of the use
case and (c) it is possible for the agent that modified the data, or its designee, to restore the identity
information upon authorized request.

® David D. Clark, “Interoperation, Open Interfaces, and Protocol Architecture” The Unpredictable
Certainty: White Papers, National Academies Press (1997), p 133.

® See also the work of John C. Doyle on mesoscale architecture, e.g., Lego Spanning Layer (Hourglass)
Presentation at http://www.cds.caltech.edu/~doyle/CmplxNets/LegoPics.pdf.
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All four consortia addressed at least these capabilities in their architectures:

Support for PHRs and EHRs

Patient identification by demographics, without a national ID

Provider identification

Location and retrieval of a patient’s health information

Pseudonymization and re-identification of protected health information
Support for translating coded data into standard coding systems and back

Support for mapping messages between non-standard formats and current or new
standards

Support for routine messages to a destination at times across NHIEs
Secure and reliable message delivery

Auditing

Authentication and authorization

Permissions management

As was expected from four separate design efforts, there were individual differences in the
names that the firms gave to modules of their systems that support the NHIN functions.
Furthermore, in some cases they differed in how the functions were factored together. After
giving an overview description of the individual approaches, the rest of this report will describe a
synthesis that serves as a high-level basis for going-forward NHIN work.

2.2

Participants and Approaches

The NHIN prototype contract awards were made to four consortia. Each was led by a systems
integrator that coordinated efforts with healthcare market organizations—both HIEs and
providers—and technology partners and vendors.

The following sections show how the different prototype architecture implementations support
the conceptual architecture described in this document.

Gartner.
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2.2.1 Accenture Prototype Architecture

Accenture’s consortia worked with care delivery organizations in West Virginia, Tennessee and

Kentucky, as shown in Table 2 below.

Table 2.  Accenture Participants

Healthcare Market

Technology Partners and Providers

m West Virginia Medical Institute
O New River Health Association—Beckley
Cabin Creek
ARH-Beckley
ARH Summers County
AMFM-Beckley
WV University Physicians of Charleston

[y Wy ]

m Commonwealth of Kentucky’s Eastern Kentucky
Regional Health Community

O ARH-Hazard Regional Medical Center and
Family Health Services

Q University of Kentucky Clinic

O University of Kentucky HealthCare Chandler
Medical Center

O Kentucky River District—Letcher County
Health Dept.

Q Kentucky River District—Perry County Health
Dept.

m CareSpark (Tennessee)
O Holston Medical Group
O Mountain States Health Alliance
Q Johnston Memorial Hospital
Q Sullivan County Regional Health Department

Core Technical Components and Partners
a Cisco Systems

Initiate Systems

Oracle

Orion

Quovadx

Sun Microsystems

[y Wy ]

Technical Partners

Apelon

AMA

BEA

CCSi

CGI-Federal

Intellithought, Lucent Glow
Oakland Consulting Group
Reactivity

Red Hat

OO0 O0O0OO0ODO0OO0OO
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In Figure 3, Accenture illustrates how it structured its NHIN prototype implementation.

Figure 3. Accenture Approach
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