TABLE OF CONTENTS

Physicians and RHIOs—
Understanding the Use,
Disclosure, and
Maintenance of Patient
Information

William Dillon, Esg. . . . ... ...

Economic Credentialing:
Can Physicians Look to the
Antitrust Laws for Help?
Steve Vieux, Esq. . . . ........ 4

Medical Spas-Beauty or
Beast?
Catherine Greaves, Esq.. . . ... ... O

The Medicare Appeals
Process and Strategies For
Successful Appeals

Andrew B. Wachler, Esq.

Jessica L. Gustafson, Esq.. . . . . ..

Speed Bumps on the
Interoperable Superhighway:
HIPAA and the EHR
Exception/Safe Harbor
Sandra Herron, Esq.. . ... .. ..

AMERICAN i

HEALTH LAWYERS

ASSOCIATION

Leading Health Law to Excellence
through Education,
Information, and Dialogue

Physician Organizations © 2007 is published by the
American Health Lawyers Association. All rights
reserved. No part of this publication may be repro-
duced in any form except by prior written permission
from the publisher. Printed in the United States of
America.“This publication is designed to provide accurate
and authoritative information in regard to the subject mat-
ter covered. It is provided with the understanding that the
publisher is not engaged in rendering legal or other pro-
fessional services. If legal advice or other expert assistance
is required, the services of a competent professional
person should be sought.”

—from a declaration of the American Bar Association

Ph

A Publication of the American Health Lawyers Association Physician Organizations Practice Group

Winter (January) 2007 Volume 10 Issue | =

sician

Physicians and RHIOs—
Understanding the
Use, Disclosure, and
Maintenance of
Patient Information
William P. Dillon, Esquire*
McMorrow & Dillon PA
Tallahassee, Florida

lowly but surely physician

practices across the country
are in the process of implement-
ing or considering the imple-
mentation of an electronic med-
ical record (EMR). Recently, the
National Center for Health
Statistics reported that almost
one-quarter of all physicians are
utilizing a full or partial EMR in
their practices.! As physicians
move their practices into the
electronic age, the opportunity
will exist for these physicians to
engage in electronic health
information exchange (HIE)
with others in the healthcare
community. One such opportu-
nity will be via participation in
an electronic HIE organization
in the physician’s geographic
region. Such organizations are
known by several different
names with one of the more
common names being a
Regional Health Information
Organization (RHIO).

There are a number of legal
issues related to physician par-
ticipation in a RHIO including
the Health Insurance Portability
and Accountability Act of 1996
(HIPAA), the federal physician
selfreferral prohibitions (the
Stark Law), antitrust issues, and
others. This article briefly

addresses some of the relevant
issues related to the use, disclo-
sure and maintenance of pro-
tected health information that a
physician practice should con-
sider prior to participating in a
RHIO. For those who wish to
have a more comprehensive
understanding of all the major
issues involved in participating
in a RHIO, the AHLA publica-
tion, The Quest for Interoperable
Health Records: A Guide to Legal
Issues in Establishing Health
Information Networks, provides
an excellent review.

Although the concept of sharing
electronic health information has
been around for some time,? the
concept became a reality for
many in the healthcare communi-
ty on April 27, 2004, when
President George W. Bush
expressed his desire to have a
fully interoperable national
health information network by
2014 and created the Office of
the National Coordinator for
Health Information Technology
(ONC).2 As would be expected,
there has been a great deal of
activity during the last two
years, including the creation of
many new RHIOs.*

The facilitation of electronic
HIE among regional participants
in the healthcare arena allows
for an extensive array of bene-
fits for both the participants and
their patients.” One of the most
commonly thought of benefits
of participation in a RHIO is
the ability to provide its partici-
pants with accurate and timely
access to a patient’s medical

information for treatment pur-
poses. For example, suppose a
patient presents to a local hospi-
tal emergency room with an
emergent condition, that the
patient is unconscious, and that
there is no emergency contact
information available. If the hos-
pital participated in a RHIO,
the attending emergency doctor
would be able to send an elec-
tronic query to the RHIO seek-
ing any available information
regarding the patient. If the
patient’s primary care provider
was also a participant in the
RHIO, the emergency doctor
potentially would be able to
access relevant information
about the patient, including cur-
rent medications, allergies, and
recent illnesses.

While the benefits of physician
participation in a RHIO are
obvious from a patient care per-
spective, there are issues that
physicians and the attorneys
representing them will need to
address prior to participation in
the RHIO. One such issue is
having a basic understanding of
how a RHIO will use, disclose,
and maintain patient information.

As mentioned above, a RHIO is
an organization that facilitates
electronic HIE among its partici-
pants. A RHIO may have a
wide range of participants
including, but not limited to,
local physician practices, hospi-
tals, laboratories, state govern-
ments, and payers. While a
RHIO, depending on its struc-
ture, may be a covered entity®
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under HIPAA, it is likely that
the RHIO will be an indepen-
dent organization that falls out-
side the definition of a covered
entity. In most instances the
RHIO will likely be considered
to be a business associate’ of its
participants. In either case, RHIO
participants must ensure that the
RHIO operates in compliance
with the applicable requirements
under the HIPAA privacy and
security rules. Additionally and
somewhat less clear of an issue,
RHIO participants will also
need to ensure that they, as well
as the RHIO, are in compliance
with applicable state law. It
should be noted that compli-
ance with state law will most
likely be based upon the re-
quirements imposed on the indi-
vidual participants of the RHIO
rather than the RHIO itself.8

A potential RHIO participant
must understand how the elec-
tronic HIE will take place.
RHIOs can generally be catego-
rized as falling into one of two
models: centralized and decen-
tralized. Briefly, in the central-
ized model the RHIO would
function as a centralized reposi-
tory holding patient information
provided by participants and
making such information avail-
able to other participants as
appropriate. In the decentral-
ized model the participants
maintain their own patient infor-
mation and the RHIO functions
as sort of an internet post office,
takjng participant requests for
patient information and forward-
ing them to the participants that
maintain the requested informa-
tion. Upon receipt of an appro-
priate request for information,
the RHIO participant that main-
tains the desired information

would make the information
available to the requestor.
Depending upon the model uti-
lized by the RHIO—centralized,
decentralized, or a hybrid of the
two—potential participants
should clearly understand the
flow of information among the
parties as well as which party is
legally responsible for the main-
tenance of the information.

Physician participants in a
RHIO utilizing the centralized
model or a similar variant
should determine which entity
(the RHIO or the participant)
will maintain the legal record
or designated record set. If the
RHIO will take on the responsi-
bility of maintaining the legal
record, the physician participant
should thoroughly understand
how patient information may be
used or disclosed by the RHIO.
Specifically, the use, disclosure,
and maintenance of patient
records should comply with the
applicable requirements of
HIPAA and relevant state laws,
including those state laws that
may be more stringent than
HIPAA. The physician partici-
pating in this type of RHIO
should understand how the
RHIO will handle common
occurrences including, but not
limited to, requests for account-
ing of disclosures,10 requests for
restrictions,ll requests for
amendments,!2 requests for
access,!3 disclosures of informa-
tion required by law,!4 and dis-
closures of information not
requiring patient authorization. 1

Additionally, the physician must
determine if the maintenance of
the record by a RHIO is allowed
under applicable state law gov-
erning the maintenance of med-
ical records. In Florida, for
example, physicians are required

to develop policies and proce-
dures to ensure the confidential-
ity and security of medical
records,!6 as well as maintain a
record of disclosure of informa-
tion contained in the medical
record.!” While Florida law does
not address the specific issue of
maintenance of a physician’s
medical records by a RHIO, the
responsibility of the physician to
ensure compliance ultimately
remains with the physician.18

There are also several issues
common to both the centralized
and decentralized models that
must be considered. As a RHIO
under either model will, at a
minimum, possess some amount
of patient information, there
should be clearly-defined infor-
mation access and authorization
protocols. For example, under
what circumstances may a
RHIO participant utilize the
RHIO to access patient informa-
tion maintained by the RHIO in
a centralized model or main-
tained by another participant in a
decentralized model? Questions
such as who is authorized to
access the information must be
addressed. For example, are
only physicians authorized to
access information via the
RHIO, or may members of the
physician’s staff have such privi-
leges? From a security stand-
point the physician participant
should understand what mecha-
nisms the RHIO has in place to
maintain the confidentiality,
integrity, and availability of the
information that is under the

RHIO’s control.

Another issue affecting HIE in
the RHIO setting is the need for
patient consent to use and dis-
close patient information among
RHIO participants. While the
HIPAA privacy rule allows for

the use and disclosure of patient
information for treatment, pay-
ment, and healthcare operations, 19
many state laws are more strin-
gent than HIPAA and may
require the specific consent of the
patient to use or disclose infor-
mation. Florida, as an example,
has several laws that are more
restrictive than HIPAA and that
require the written consent of
the patient prior to the use or
disclosure of information.20

Physician participation in a
RHIO can be a positive event
for all involved by, among other
things, providing physicians with
timely access to patient informa-
tion that otherwise may not be
immediately available to them.
The access to patient informa-
tion afforded by participation in
a RHIO has the potential to im-
prove patient care, reduce med-
ical errors, and reduce costs.
However, prior to joining a
RHIO, physicians and their attor-
neys should have a thorough
understanding of how their
patients’ information will be
used, disclosed, and maintained.

*William P. Dillon, Esq., is a part-
ner with the law firm of McMorrow
& Dillon PA, located in Tallahassee,
Florida. He has been Board Certified
by the Florida Bar as specialist in

Health Law.
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1 National Center for Health
Statistics, Electronic Medical Record
Use by Office Based Physicians:
United States 2005, available at
www.cdc.gov/nchs/products/
pubs/pubd/hestats/electronic/
electronic.htm#1.
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RHIO-like organizations called
Community Health Information
Networks (CHIN).

3 Executive Order 13335
(April 27, 2004).

4 Currently there are more than
100 regional projects underway that
are receiving federal funds. See
www.hhs.gov/healthit/rhio.html, last
viewed November 21, 2006.

5 Tt is believed that that the wide-
spread adoption of an interoperable
HIE will lead to benefits ranging from
a reduction in medical errors to a low-
ering of healthcare costs. See,
http:/answers.hhs.gov/, FAQ #7 under
category “Health Information
Technology,” subcategory, “American

Health Information Community.”
6 45 C.FR. § 160.103.
71d.

8 Florida law, for example, does not
specifically address RHIOs or elec-
tronic HIE.

945 CFR. § 164.501.

10 45 CFR. § 164.528.

11 45 CFR. § 164.522.

12 45 CFR. § 164.526.

13 45 CFR. § 164.524.

14 45 CFR. § 164.512(a).

1545 CFR. § 164.512.

16 Fla. Stat. Ann. § 456.057(11).
17 Fla. Stat. Ann. § 456.057(12).
18 Fla. Stat. Ann. § 456.057.

19 45 CFR. §§ 164.502 & 164.506.

20 For example, Fla. Stat. Ann.

§ 381.004(3)(e)(2) (HIV test results);
Fla. Stat. Ann. § 394.4615 (mental
health records); Fla. Stat. Ann.

§ 397.501(7) (substance abuse
records) and Fla. Stat. Ann.

§ 760.40 (genetic testing).
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